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Abstract 

Nowadays, an agent-based mobile payment has 
become more popular. However, existing payment 
systems still lack of necessary mobile payment 
properties. Especially, they should be shorter and 
lightweight for making payment on the move. This paper 
introduces a new secure lightweight agent-based mobile 
payment protocol. This protocol not only satisfies 
necessary transaction security properties, but it is also 
simple and compatible to existing mobile payment 
infrastructure 
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S1: M Am : {IDM, IDC, TID, Price, Date, h(OD, 
Price, SKBMj)}SKBMj,{IDB, TID, Price, 
Date}SKMAmj

S2: Am  B : {IDM, IDC, TID, Price, Date, h(OD, 
Price,SKBMj)}SKBMj, {h({IDM, IDC, TID, 
Price, Date, h(OD, Price,SKBMj,)}SKBMj, 
SKBAmj)}SKBAmj

S3: B  Am : {{Confirmbill}SKBMj+1, IDM}SKBAmj+1

S4: Am  M  : {{Confirmbill}SKBMj+1, 
({Confirmbill}SKBMj+1, SKMAmj+1)}SKMAmj+1

S5: B Ac  : {IDM, IDC, TID, Price, Date,  
h(OD, Price, SKBCj)}SKBCj,  

 {h({IDM, IDC, TID, Price, Date,  
 h(OD, Price, SKBCj)}SKBCj,  
 SKBAcj), TID, Date}SKBAcj

S6: Ac  C  : {IDM, IDC, TID, Price, Date,  
h(OD, Price, SKBCj)}SKBCj,  

 {h({IDM, IDC, TID, Price, Date,  
 h(OD, Price, SKBCj)}SKBCj,  
 SKCAcj )}SKCAcj



S7: C  Ac   : {IDB, IDM, IDC, TID, Price, Date, h(OD, 
Price, SKBCj)}SK CAcj  

S8: Ac  B : {IDB, IDM, IDC, TID, Price, Date, 
h(OD, Price, SKBCj), h(IDB, IDM, IDC, 
TID, Price, Date,  

 h(OD, Price, SKBCj), SKBAcj)} SKBAcj

S9: B  Ac : {{Confirmpayment}SKBC j+1, IDC}SKBAcj+1

S10: Ac  C : {{Confirmpayment}SKBC j+1, 
h({Confirmpayment}SKBC j+1,  
SKCAc j+1)}SKCAc j+1

S11: B Am : {{IDC, h(IDM, IDC, TID, Price, Date,  
SK BMj+1)}SKBM j+1, IDM}SKBAm j+1

S12: Am  M : {{IDC, h(IDM, IDC, TID, Price, Date, SK
BM j+1)}SKBM j+1 }SKMAm j+1

S13: M Am : {{Confirmpayment, IDC} SKBM j+1, 
h({Confirmpayment, IDC} 
SKBM j+1, SK MAm j+1)}SK MAm j+1  

S14: Am  B : {{Confirmpayment, IDC}SKBM j+1, 
h({Confirmpayment, IDC} 
SKBM j+1, SKBAm j+1 )}SKBAm j+1

S15: B  Ac : {{Confirmpayment}SKBC j+1, IDC, 
{h({Confirmpayment}SKBC j+1, IDC}  
SKBAc j+1)} SKBAc j+1



S16: Ac  C : {{Confirmpayment}SKBC j+1, 
{h({Confirmpayment}SKBC j+1}  
SKCAc j+1)}SKCAc j+1  


